
Secure, seamless 
access to 
applications and 
data – anywhere, on 
any device
Managed SASE for 
Cisco Secure Access



NTT DATA and Cisco have partnered to deliver Managed 
SASE for Cisco Secure Access: a comprehensive, cloud-native 
solution that combines Cisco’s leading security technologies 
with NTT DATA’s global managed services expertise to 
provide secure, seamless access and optimized performance 
across modern enterprise networks.

Comprehensive protection, 
as a service
In a distributed environment, traditional security perimeters are dissolving, 
cyberthreats are evolving and traditional security models are no longer 
sufficient. Without comprehensive secure access service edge (SASE) protection, 
your organization remains vulnerable to sophisticated attacks that bypass 
conventional security measures.

At the same time, you want simplified IT management, 
stronger security and greater control across increasingly 
complex environments. But legacy infrastructure, 
fragmented tools, limited internal resources and rising 
threats often stand in the way, slowing transformation and 
increasing risk.  

To help you protect your critical data and applications, 
NTT DATA and Cisco have partnered to deliver Managed 
SASE for Cisco Secure Access.

Our comprehensive cloud-native solution, delivered as 
a managed service, combines Cisco’s leading security 
technologies with NTT DATA’s global managed services 
expertise to provide secure, seamless access to applications 
and data, and optimized performance across modern 
enterprise networks. 

Designed to support hybrid workforces 
and distributed IT environments 
Streamline network and security operations, predict 
issues in advance and reduce malicious access attempts 
by almost 90%. 

Cloud-native zero trust architectures help reduce risk, 
simplify operations and enhance user experiences. And with 
AI-driven automation, real-time threat detection and expert 
management, you can accelerate digital transformation 
while maintaining compliance, agility and business 
continuity to support a hybrid workforce and agile digital 
operations. 

Our zero trust security architecture makes your global 
operations compliant, offering a frictionless user experience 
with stronger protection. And our service is backed by a 
global team of trusted network and security advisers with 
deep industry expertise.
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Built on Cisco’s enterprise-grade cloud-native Secure Access technology and powered by NTT DATA’s global managed 
services and AI-driven platform, Managed SASE for Cisco Secure Access enables you to adopt a modern, zero trust 
architecture without the complexity of managing it yourself.

Cloud-native security for 
modern enterprise networks
NTT DATA’s Managed SASE for Cisco Secure Access offers comprehensive 
services for enhanced control over network and security operations, a fortified 
security posture and improved business continuity. 

Full-stack services converging networking and security to deliver more reliable 
connectivity, stronger security and consistent experiences

NTT DATA’S Managed SASE for Cisco Secure Access

Consulting Design and build Operate and optimize

Discovery, assessment and  
best-practice advisory for network 

and security architecture

Network design, reference 
architectures and site blueprints

Service implementation and 
activation

Project management

Service onboarding, governance 
and operation of network 

environment

Continuous monitoring, 
improvement and advanced 

reporting

Software lifecycle management

Powered by our Al-enabled network management platform 
AlOps | Automation | Analytics | Monitoring | Service management
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Key features and capabilities

With flexible deployment, simplified management and end-to-end visibility, NTT DATA’s Managed SASE for Cisco 
Secure Access empowers organizations to modernize their security posture, accelerate cloud adoption and 
enhance operational agility. 

Secure Connectivity
• Cisco Meraki SDWAN

• Cisco Viptela

• Hub/spoke or Full Mesh 
topology

• • North-South and East-west 
traffic Inspection.

• • Better WAN performance.

• • Best fit for all WAN 
terminations (Active-Active or 
Active-passive).

Secure Internet Access
(SIA)
• VPN Client (Roaming users)

• Secure tunnel ( Fixed branch 
office)

• Securely allow internet 
and SaaS access for users, 
workloads, OT, loT

• • Inspect and protect inbound 
and outbound internet traffic

• Allow access from any device, 
any location, any application

Secure Private Access
(SPA)
• Secure tunnel (Fixed branch 

office)

• • VPN Client (Roaming users)

• Client -based ZTNA

• Client less ZTNA

• Securely allow customer 
private applications for users, 
workloads, OT, loT

• Inspect and protect corporate 
applications

• Allow access from any device, 
any location, any application

Zero trust network  
access (ZTNA)

Secure web gateway (SWG) and 
cloud access security broker (CASB)

Firewall as a service (FWaaS) 
and domain name system (DNS) 
security

Enable secure access to private 
applications for managed and 
unmanaged devices.

Protect users from web threats and 
enforce cloud application policies.

Enforce consistent, scalable 
protection across your enterprise.

AI-driven operations  
and monitoring

Self-service user provisioning, 
monitoring, management and 
reporting

24x7  
global support

Strengthen security through 
automated threat detection, 
incident response and performance 
optimization.

A unified client gives you real-time 
visibility of network and security 
operations, customizable reports 
and detailed information about all 
network domains and technologies.

Delivered by certified experts, our 
service delivers high availability 
and supports compliance and 
sustainability. We act as your single 
point of contact for all solutions and 
vendors covered by the service, taking 
care of troubleshooting, escalations 
and service requests.

NTT Supported Cisco SASE use-cases
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Customized solutions 
NTT DATA delivers end-to-end managed SASE services that span consulting, design, build, management, 
decommissioning and refresh. 

Our certified Cisco specialists provide customized security solutions that optimize your existing investments while 
ensuring future-ready protection aligned with your business goals. 

NTT DATA's proven approach begins with a comprehensive assessment, followed by strategic design tailored to 
your business needs. We implement with minimal disruption, provide continuous management and deliver ongoing 
optimization through advanced analytics and regular security posture reviews to address evolving threats.

Managed SASE services approach

Consult
Consolidating 

various 
technologies 

with a pathway 
to network 

transformation 
and SASE 
adoption

Design
A modern 

architecture 
with a future-
proof design 

that’s adaptable 
to client needs 

and unlocks 
advanced SASE 

capabilities

Build
Smooth 

migration and 
implementation 

of SASE  
services and 
capabilities

Operate
24x7 secure-

by-design 
operations and 
management 
leveraging our 
AlOps platform 

for better 
insights and 

response

Optimize
Grow, flex and 
change with 
the business 
to improve 
availability, 

performance 
and security

Decommission
Cost-effectively 

remove or recycle 
legacy equipment 

and capitalize 
on the inherent 

value of the 
component parts

Recycle
Improve 

commitment to  
environment 

and 
sustainability

A choice of delivery models for agility and scale
Our flexible approach to service delivery meets every business need. 

People-augmented model Technology-augmented model Hybrid model

Your tools, our professionals 

Tailored services

Automated, platform-driven operations

Drive transformation

People and technology

Adaptive approach

With thousands of network and security experts in our global operations centers, you’ll receive unparalleled technical 
expertise and 24x7 direct support. Our ISO-certified operations and ITIL-aligned processes ensure service excellence in 
all areas.
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Benefits you can count on
NTT DATA’s Managed SASE for Cisco Secure Access delivers measurable 
business value by decreasing IT costs and complexity through automated, 
cloud-based deployment and management.

By consolidating threat and data protection into a unified platform, our solution enhances security, reduces 
risk and enables consistent policy enforcement across environments. Advanced visibility tools provide 
actionable insights into network operations and policy impacts, while predictive monitoring and continuous 
threat detection improve operational efficiency and proactively resolve issues, ensuring a resilient, high-
performing network.

You’ll benefit from greater agility with simplified policy changes, faster service launches and improved 
adaptability. 

Decrease IT cost and complexity

Streamline deployment and management with our 
automated, scalable cloud service, reducing costs related 
to security operations, infrastructure upgrades and 
deployment.

Reduce risk

Enhance security with a single service that inspects all 
encrypted traffic, reducing productivity loss and enabling 
consistent security policies.

Increase organizational agility

Our solution simplifies policy management, accelerating 
changes and service launches and thus enhancing 
business adaptability.

Improve visibility and insights

Obtain detailed visibility of policy impacts and network 
operations along with comprehensive reports on trends 
and future projections.

Improve operational efficiencies

Boost security efficiency with a solution that offers 
continuous monitoring to enhance operational 
performance and reduce the risk of breaches.

Proactively resolve potential issues

Advanced predictive monitoring techniques enable 
a proactive approach to resolving issues, so you can 
maintain a robust and efficient network.
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A partnership you can trust
NTT DATA’s Managed SASE for Cisco Secure Access delivers secure access 
anywhere, for everyone, every time. 

Trusted by 75% of the Fortune Global 100, NTT DATA helps organizations stay ahead with services offered in over 
190 locations. As Cisco's only Global Black Belt partner, NTT DATA offers end-to-end managed SASE implementation 
capabilities with a proven methodology refined through more than 500 deployments. Platform-independent 
expertise ensures best-fit solutions. 

Together with Cisco, we empower organizations to reduce complexity, accelerate transformation and maintain 
control with confidence.

NTT DATA and Cisco: Client success stories

Our client
German medical group operating 
multiple hospitals across the 
Baden-Württemberg region

Our client
A global semiconductor 
manufacturer with 31,000 
employees in 30 countries, head 
quartered in the Netherlands

Our client
Global private banking, wealth 
and asset management company 
head quartered in Switzerland

What we provide
• Transformed campus network 

across multiple clinic locations 
and defined as ‘critical 
infrastructure by the client

• Network policy defined by 
multiple controller clusters and 
deeply integrated identity and 
contex based security

• All technical services and 
ongoing support services

What we provide
A secure, business focused end-
to-end WAN Edge solution that 
includes:
• Full scoping and design service
• SD-WAN technology across 

locations
• Deployment and project 

management services
• Full operational managed 

services
• MPLS services across the world

What we provide
• Transformed data center 

network based on Cisco ACI: 
deployed a controller-based 
network with policy control and 
enforcement

• Ongoing hardware and 
software support services

Outcomes
• Improved patient care 

through rapid access to medical 
records, leveraging Wi-Fi 
analytics on a highly secure and 
available network.

• Cost optimization through 
automating operations

Outcomes
• Improved employee 

experience and collaboration 
due to local branch breakout to 
cloud applications

• Improved productivity 
and protection of critical 
intellectual property through 
integrated security controls

Outcomes
Improved and secured 
financial trades by ensuring 
the network in the data center 
meets the performance and 
resilience standards required by 
banking and asset management 
applications.

Campus networks WAN Edge Cloud networks
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About NTTDATA

NTT DATA is a trusted global innovator of business and technology services, helping clients 
innovate, optimize and transform for success. As a Global Top Employer, we have experts in more 
than 50 countries and a robust partner ecosystem. NTT DATA is part of NTT Group.

nttdata.com

Secure your future with Cisco SASE, powered by NTT DATA

Our integrated platform delivers zero trust security, AI-powered threat detection 
and cloud-first protection across your global infrastructure.

100% 
visibility

Contact us about strengthening your foundation for 
digital resilience. 

5x 
faster response times

24x7 
expert support
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https://www.nttdata.com/
https://services.global.ntt/en-us/services-and-products/network-services/managed-network-services#contact-us



