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Financial crime and risk are 
connected. Most defenses are not.
Financial crime moves across accounts, channels, products, entities and 
jurisdictions without regard for organizational silos. Criminals now use 
generative and agentic AI, along with automation, to execute increasingly 
sophisticated attacks at greater speed and scale. When viewed separately, each 
event can seem explainable. But when events are considered together, they may 
reveal a coordinated, AI-powered scheme already gaining momentum.

Yet many institutions still fight that threat with fragmented data sources, 
analytics and teams. Different teams may evaluate the same customer or 
transaction using incomplete context and inconsistent scoring methods. 
Meanwhile, analysts become buried in alert noise. Meaningful signals disappear 
between systems. Technology estates grow more expensive with every new 
point solution. Compliance teams must reconstruct evidence after the fact.

Financial institutions must make a fundamental shift to keep pace with today’s 
financial crime and risk environment. That starts with a foundation for 360° 
visibility, supported by models and analytics that connect defenses across the 
digital ecosystem.

$4.4 trillion
in illicit funds moved through the global financial system 
in 2025, up $1.3 trillion in just two years

Source: Nasdaq Verafin, Global Financial Crime Report, 2026

The next era of financial crime 
operations will depend on four shifts:

Connect data, tools 
and risk analytics

Cut through alert 
noise with context 
and risk scoring

Embed audit 
readiness into daily 
operations

Bring technology 
sprawl under control
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Build the foundation for 360° visibility
Start where you are with NTT DATA
Before you can connect your financial crime and risk operations, you need a  
clear understanding of the systems, data, models and workflows already in place. 

NTT DATA can then help map your existing ecosystem to a practical modernization 
roadmap based on operational readiness and business priorities.

With that roadmap in place, you can define a more integrated operating model 
that brings data, analytics and risk together around a shared view of financial 
crime and risk. Instead of another point solution, you need a flexible environment 
that can connect existing tools, correlate risk across domains and support 
practitioners with consistent, enterprise-wide visibility.

Discover a comprehensive view of financial crime and risk with  
the NTT DATA Fraud, Risk and Intelligence Management platform
The NTT DATA Fraud, Risk and Intelligence Management platform, powered 
by Splunk, provides that foundation. The solution is purpose-built to help you 
connect financial crime and risk analytics, improve detection quality, strengthen 
compliance operations and modernize at a pace aligned with your business 
priorities. It brings financial crime and risk data into a shared environment so 
practitioners can work from a more consistent enterprise risk picture. It provides 
a transparent, explainable framework for evaluating risk, refining detection logic, 
reducing manual work and improving financial crime decision-making over time.

Next, we’ll explore four challenges the platform can help institutions address  
by creating a more connected, enterprise-wide view of risk.

NTT DATA 
Fraud, Risk and 

Intelligence 
Management

Streamline

Modernize

Automate

Unify
Card fraud

Point-to-point 
(P2P) fraud

Check fraud

Phishing Online banking

ATO

Wire fraud

Identity fraud

Synthetic ID

Loan fraud

Merchant fraud

Trade 
finance

Insurance

Insider 
fraud

Anti-money 
laundering (AML)

New account 
takeover

Authorized 
pushed payment 

(APP) scam

An assessment from  
NTT DATA can help 
establish a maturity 
baseline by identifying: 

•	 Fragmented or  
duplicated tools

•	 Siloed data or workflows

•	 Inconsistent risk-scoring 
approaches

•	 Gaps that limit enterprise-
wide risk visibility

•	 Capabilities that should 
be retained, integrated or 
consolidated

•	 Opportunities to improve 
operational efficiency and 
regulatory readiness

Journey to 360° visibility
A single attack can span multiple financial crime domains and categories. The NTT DATA Fraud, Risk and Intelligence 
Management platform unifies fragmented financial crime data, correlating activity across domains to reveal hidden 
connections and deliver complete visibility across the financial crime landscape.
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Siloed tools and teams leave the full 
threat picture out of view
Challenge 1:  
When every team sees only one piece
Financial crime rarely stays in one lane, yet financial institutions often 
view it through separate tools, teams and processes. Criminals can exploit 
those gaps and move faster than institutions or law enforcement can 
connect the activity. At the same time, regulators expect banks to identify, 
investigate and document the risks within their own environments.

Imagine it’s 8am and your fraud detection system flags unusual card 
activity. Based on the available data and scoring, your team marks the 
activity low risk and closes it. Meanwhile, an AML model identifies an 
unusual wire transfer involving the same customer. Without visibility  
into the card activity, the alert appears explainable when evaluated  
on its own. Later that day, a sanctions screening system flags a related 
activity, while your risk team observes elevated exposure in the associated 
geography. Neither team can see the earlier activity, so each addresses 
the risk in isolation.  

No team has enough context to recognize that the customer’s activity, 
entity relationships and geographic exposure may be part of the same 
coordinated scheme. That fragmentation creates blind spots, duplicates 
effort, delays escalation and leaves institutions reacting to individual 
alerts, instead of seeing the coordinated scheme taking shape across 
accounts and geographies.

5+
NTT DATA assessments find 
that a typical bank relies 
on five or more fragmented 
financial crime data streams, 
tools and processes, often 
with limited interoperability or 
ecosystem-level integration.
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The solution:  
Gain a 360° view of risk
Rather than replacing each domain’s expertise, the  
NTT DATA Fraud, Risk and Intelligence Management 
platform connects data and insights across fraud, AML, 
sanctions, compliance and risk analytics through a shared 
data foundation. 

Financial crime and risk practitioners need an enterprise-
level view of how signals connect across customers, 
accounts, entities, products, channels and geographies. 
The platform correlates activity across domains and lets 
practitioners move from a broad pattern to the underlying 
evidence without switching between systems.

Risk scoring uses indicators from across financial crime 
domains, customer and entity activity, products, channels, 
geographies and third-party data sources. The solution 
normalizes those signals to help analysts and investigators 
compare risk consistently and identify connected patterns 
that individual tools may miss. Role-based views in the 
platform also give practitioners across risk and security 
teams the most relevant information tied to their 
responsibilities while keeping everyone connected to the 
same underlying risk picture.

The solution supports that shift by bringing fraud, 
AML, know your customer (KYC), sanctions, payments, 
account takeover and other domains into a shared data 
and analytics environment. The result is stronger cross-
functional coordination, more consistent risk visibility 
and decisions grounded in the full context of illicit activity 
across the enterprise.

Customer composite risk score visualization

A comprehensive financial crime taxonomy supports cross-
domain correlation and a unified view across financial crimes 
and risks

Customer Name

61%
of banks plan to invest in new transaction 
monitoring technology as financial crime 
risks and regulatory expectations evolve.

Source: PwC, EMEA AML Survey, 2026.
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Alert noise exhausts teams and hides 
the threats that matter
Challenge 2:  
When volume overwhelms judgment 
Financial crime and risk teams receive more alerts than they can 
reasonably investigate. Different tools, models and analytics often score 
activity independently, making it difficult to distinguish meaningful 
risk from routine behavior without additional manual work. Detection 
performance depends on four possible outcomes: 

•	 True positives: meaningful threats correctly identified

•	 True negatives: routine activity correctly cleared

•	 False positives: routine activity incorrectly flagged as suspicious

•	 False negatives: meaningful threats incorrectly dismissed or missed

Focusing only on false positives and false negatives provides an 
incomplete picture. Improving true-positive and true-negative rates also 
helps strengthen detection quality. This matters across risk identification 
and classification, model development and tuning, and transaction 
monitoring. These decisions must also be defensible to internal auditors 
and external stakeholders, including clients, shareholders and regulators.

As alert volumes rise, meaningful threats become harder for practitioners 
to recognize before losses spread across accounts, channels and 
products. What’s more, slower detection and response can increase 
customer friction and frustration.

59%
2025 saw a significant  
rise in malicious bot 
attacks as criminals 
tested and deployed 
sophisticated tools.

Source: LexisNexis, Synthetic 
Identities and Agentic Bots Posing 
as Human Contribute to 8% Global 
Rise in Fraud Attacks, 2026.
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The solution:  
Improve detection quality through context
Detection quality is a tradeoff, not a single metric. 
Institutions often optimize for reducing false positives 
because that cost is visible in analyst hours, while false 
negatives — the threats that were never surfaced — remain 
largely invisible and unmeasured. Evaluating the full 
confusion matrix and building a feedback loop that makes 
missed activity measurable is what separates tuning from 
genuine improvement. Despite decades of investment in 
financial crime controls, the scale and sophistication of 
attacks continue to grow. 

Financial crime and risk practitioners need to understand 
how one signal relates to the broader pattern of activity. 
The Fraud, Risk and Intelligence Management platform 
uses analytics and automation to connect related activity 

across customers, entities, accounts and transactions, 
bringing together context that practitioners might otherwise 
assemble manually. Splunk AI can help teams recognize 
patterns, prioritize higher-risk activity and focus their 
expertise where it matters most while preserving human 
oversight and judgment.

Ecosystem-level risk aggregation with the platform helps 
executives quantify multidimensional risk across the 
enterprise. Meanwhile, transparent, explainable analytics 
show risk teams which signals contributed to an outcome. 
Model developers can use those detection results and 
practitioner feedback to evaluate performance and refine 
thresholds, rules and models over time.

Shared risk views help teams prioritize activity based on 
broader context rather than the output of a single model 
or alerting system. Individual data sources may have 
limited coverage across products, markets or geographies. 
Ultimately, with NTT DATA and Splunk, risk practitioners 
across operational teams can move from broad patterns  
to supporting evidence without repeatedly switching tools.

The Fraud, Risk and Intelligence Management platform also 
delivers persona-based experiences designed for executives, 
managers, operations teams, investigators and auditors. 
Each persona receives a tailored view of the information 
most relevant to their responsibilities, enabling faster, more 
informed decisions.

Financial crime and risk mitigation across global markets, products and business units

Persona-based interfaces help increase productivity and reduce user fatigue
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Manual reporting keeps financial institutions 
preparing for yesterday’s exam
Challenge 3: 
When compliance becomes a scramble
Compliance and audit readiness processes remain highly manual, even 
as financial crime data volumes and regulatory expectations continue 
to grow. When evidence is scattered across multiple data sources, 
financial institutions must reconstruct customer histories, alerts, controls, 
decisions and case activity. 

Financial crime and risk practitioners may also struggle to show which 
indicators were available, how risk was scored or how a dynamic or 
complex model (or series of models) contributed to a decision. Ultimately, 
this volume of manual work pulls teams away from higher-value activities 
and increases the risk of inconsistent evidence, delayed suspicious activity 
or transaction report (SAR/STR) preparation, incomplete audit trails and 
slower responses to regulatory change across jurisdictions.

Without a shared, time-based record of risks and decisions, organizations 
may be able to produce a report but still struggle to demonstrate to 
auditors, shareholders and regulators how their financial crime controls 
worked in practice.

90%
of financial services 
institutions believe that 
compliance requirements 
have become more complex.

Source: LexisNexis, 5 Trends 
Poised to Shape the Financial Crime 
Compliance Landscape in 2026, 2026
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The solution:  
Make audit and examination readiness  
part of everyday operations
An AI-enabled compliance model treats evidence as  
a continuous output of financial crime operations, not 
something assembled after the fact. As regulatory 
expectations rise, leaders should evaluate how AI-
driven and agentic capabilities can support compliant, 
auditable workflows.

Financial institutions need a shared record of the alerts, 
risk scores, investigative decisions, control performance 
and case activity that can be traced over time. Beyond 
the result, institutions need evidence showing how each 
decision was made. They need to know which data fed 
which analytical process, when it was evaluated and 
what outcome it produced.

The NTT DATA Fraud, Risk and Intelligence Management 
platform delivers transparent and explainable analytics 
that can support stronger governance, auditability and 
regulatory review. This creates a clear and defensible 
trail from the original financial crime indicator to the 
organization’s regulatory response. A unified data and 
analytics foundation makes it easier to reconstruct 
customer and entity histories, support a consistent view 
across governance and compliance teams, and reduce 
manual reporting through greater automation.

The platform can customize views in multiple ways 
(such as role, market, geography, business unit) to 
give leaders and teams access to the information most 
relevant to their responsibilities without separating them 
from the underlying record.

Explainable AI matters 
and is now expected  

Better detection requires more than accurate 
models. Financial institutions also need 
confidence that AI-driven decisions can be 
understood, validated and defended. Explainable 
AI helps analysts understand why a model 
surfaced one risk and not another while 
supporting the transparency and governance 
regulators expect.

The platform supports this shift with full time-series audit 
trails, regulator reporting facilitation, role-based dashboards 
and other visual analytics that enable faster response, 
stronger traceability and more time for practitioners to focus 
on detecting and stopping financial crime. 

These capabilities can help financial institutions move from 
reactive evidence gathering toward more transparent and 
timely decision-making, giving practitioners more time to 
analyze emerging risks.

The LLM Reasoning Traces clearly show the verdict, associated metadata and rationale for each AI-based decision on the platform. 
These capabilities support explainable AI, transparency and governance.
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Data and tool sprawl make financial crime  
and risk operations slower and more expensive
Challenge 4: 
When every new problem adds another  
platform or data source
Financial institutions often build their technology 
estates one problem at a time. A new threat, regulation, 
acquisition or business line can introduce another team, 
point solution, data source or scoring model. 

Over time, tech stacks and capabilities become harder to 
govern, more expensive to operate and slower to change. 
Different platforms may provide overlapping capabilities 
or rely on separate data pipelines, leading to inconsistent 
scoring methods or duplicated capabilities.

But as stakeholders look deeper into the tech stacks and 
data feeds, it becomes clear that while some capabilities 
overlap, gaps in visibility persist. Modernization becomes 
necessary. But how do you know which tools and data 
sources are most effective? How do you prove efficacy when 
you cannot yet see the entire ecosystem?

The solution:  
Choose the modernization path that fits your institution
Your maturity baseline can guide which capabilities to retain, integrate or consolidate based on 
demonstrated effectiveness, operational readiness and business priorities.

1 2 3Consolidate what no longer 
serves the enterprise

Connect what still 
delivers value

Strike the right balance 
for your organization

Institutions ready to simplify their 
estates can replace selected point 
solutions with one Splunk-based 
platform for monitoring, correlation, 
investigation and reporting. 
Consolidation reduces portal switching, 
overlapping licenses, duplicate 
integrations and support demands 
while creating a consistent data and risk 
model across financial crime domains. 

The NTT DATA platform deploys prebuilt 
detection logic, dashboards, correlation 
rules and naming conventions 
on existing Splunk infrastructure. 
Organizations can start with high-
priority domains, expand over time 
without rebuilding the foundation and 
consolidate point solutions where it 
makes business sense. The solution 
gives organizations the ability to rapidly 
develop, test and refine detection 
models as threats evolve, delivering 
time-to-value in weeks, not months.

Financial institutions do not need to 
abandon trusted tools to gain cross-
domain visibility. Existing platforms 
can continue detecting activity within 
their domains while feeding context 
into the NTT DATA platform as a 
shared enterprise risk layer. 

The approach preserves familiar 
workflows and prior investments. 
It helps teams compare signals 
across vendors, reduce manual 
reconciliation and investigate related 
activity without moving repeatedly 
between systems. The solution can 
also integrate with existing case 
management processes. Financial 
institutions can connect first, 
measure impact and then modernize 
selectively over time.

Financial institutions can also combine 
both approaches, consolidating tools 
that add cost or complexity while 
retaining those that still deliver value. 

A hybrid path allows modernization 
decisions to reflect demonstrated 
capability, risk priorities, organizational 
readiness and broader business 
priorities. Teams can also modernize 
in phases while maintaining continuity 
across critical operations. 

This phased path gives IT and 
enterprise architecture teams greater 
flexibility to modernize around contract 
renewals, expected impact, cost 
savings and operational readiness. 
Institutions can build one connected 
risk picture without forcing an all-at-
once transformation.
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Build an interoperable financial 
crime and risk operating model 
with NTT DATA and Splunk
As criminals increasingly leverage AI, the challenges  
facing financial crime and risk practitioners continue 
to grow. A more connected operating model can help 
institutions respond.

Institutions can transform fragmented systems into  
a shared enterprise foundation, replace alert noise  
with stronger detection quality and clearer risk priorities, 
and evolve manual compliance processes into more 
transparent, audit-ready and intelligence-driven 
operations.

The NTT DATA Fraud, Risk and Intelligence Management 
platform helps financial institutions, law enforcement 
and regulators make that shift with a shared data 
and analytics foundation across financial crime 

NTT DATA is a $30+ billion business and technology services leader in AI and digital 
infrastructure. We accelerate client success and positively impact society through 
responsible innovation. As a Global Top Employer, we have experts in more than  
70 countries. NTT DATA is part of NTT Group. Visit nttdata.com to learn more. 

and risk domains. By connecting data, models and 
risk analytics, organizations can gain key context 
to uncover coordinated threats earlier and act with 
greater confidence. It also gives institutions room to 
modernize on their own terms by connecting existing 
tools, consolidating selected platforms and adding new 
capabilities without rebuilding the entire environment.

A connected, 360° view of risk gives practitioners  
the visibility to recognize coordinated threats, the agility  
to respond as risks evolve and the flexibility to 
modernize over time.

Connect with our team at na.us.fraim@
global.ntt to explore how NTT DATA 
and Splunk help institutions unify risk 
intelligence, modernize flexibly and 
strengthen financial crime operations 
across the global enterprise.

Ready to get a 360° view of 
financial crimes and risks?

NTT DATA Fraud, Risk and Intelligence Management.  
One platform. Unified intelligence.
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