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Introduction

Like other countries in the world,
America is in a constantly developing
digital era, introducing revolutionary
technological advances that drive
people and companies to renew their
knowledge to excel in today's
competitive and demanding markets.
However, there are specific
questions about the use of artificial
intelligence (AI). This technology is
emerging as a driver of change,
evolution, and efficiency in large
organizations.

According to the study published by
NTT DATA in collaboration with MIT,
Al adoption has grown significantly,
from 58% in 2020 to 71% in 2023.

© 2024 NTT DATA, Inc.

In the process, there are areas in an
organization where it is valuable
insight into how Al can help
transform these areas. In this report
in particular we will look at how Al
can transform areas of cybersecurity.

Cybersecurity teams are subjected to
an ever-increasing flow of data from
internal (security monitoring) and
external (threat intelligence) sources,
which in many cases must be
processed in real-time to ensure the
protection of assets.

This report aims to explore how
organizations in Americaare
approaching the adoption of Al in
the areas of cybersecurity.

In addition to the feedback from the
primary survey (120 surveys and ten
interviews), a specific survey on Al
adoption in cybersecurity has been
applied to CISOs and cybersecurity
professionals from 32 organizations
in the following countries: Argentina,
Brazil, Chile, Colombia, Ecuador,
Mexico, Peru, and The United States.
Responses have also been gathered
from organizations at the regional
level.

All of the data included in this report
is consolidated information from the
responses collected based on the
perspective we have on Al and
cybersecurity at NTT DATA.
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Study Methodology

To understand how the maturity of
Artificial Intelligence is experienced
in the cybersecurity areas of
American companies, in addition to
the feedback from the primary
survey (120 surveys and 10
interviews), a specific survey on Al

professionals from 32 organizations
in the following countries: Argentina,
Brazil, Chile, Colombia, Ecuador,
Mexico, Peru, and the United States.
Responses have also been gathered
from organizations at the regional
level.

insights have been gathered from
CISOs or people who play a leading
role in the areas of cybersecurity.
The survey sample covers different
sectors, with the finance, insurance,
and industry sectors (mining,
manufacturing) showing greater

interest in the report and the process
findings.

adoption in cybersecurity has been

applied to CISOs and cybersecurity It is essential to mention that these

Participating companies by industry

Food and beverages Retail

Air transportation
3% 3% P

3%

Real estate &
Construction
3%

Energy & Oil
9%

Manufacturing
Cement, Concrete and

13%
Energy

3%
Mining, (extraction, iron Health and Life Sciences
3%
and steel and metallurgy)
10%
Business services and
Consulting
3%
Communications &
Banking, Finance and Telecommunications

Insurance 3%
44%

(

Lastly, in this second survey focused on the adoption of Al in cybersecurity, the participating organizations are large and
relevant companies in the American region.

Employees of participating companies

&

= 1001-5000

= 51-100 = 101-500 = 501-1000 = 5001+

© 2024 NTT DATA, Inc.



Perception of the Adoption of Al in

Cybersecurity in America

Al is a co-pilot and can help us save time in the

49

must be supervised.
CISO, Industrial Company, Chile

The 2023 study seeks to provide a
comprehensive analysis of the

consolidation and advancement of Al

in the region. As a result, a notable
growth in its adoption is evident,
with a significant leap from 58% in
2020 to 71% in 2023. It also delves

into the significant challenges that
companies face in the region, such
as the lack of specialized technical
knowledge and adequate financial
resources for the effective
implementation of Al-based
solutions. Some 20% of companies

detection and analysis of events, but it always

have not yet incorporated Al into
their operations, marking a wide
margin for expansion and future
growth in the adoption of this
emerging technology.

Perceived AI potential for security areas

50%

3%

_47%

= Low: I believe it can be implemented in some specific tasks, but it will not have much impact on my security area.

= Medium: I believe that AI will be adoptable in my security area, but will have a moderate impact on it.

= High: I believe Al could revolutionize my security area.

The first step to adopting a technology is to recognize its impact and potential. In the case of Al, companies recognize a

medium to high impact on the improvement and efficiency of cybersecurity activities.
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The use of Al as part of the security solutions
we have been using will increase over time, so

€C

its adoption in companies will be incremental.
Brands whose products do not start using Al

run the risk of being replaced by those that do.

Industry company, Peru

Perception of the Adoption of Al in
Cybersecurity in America

The following diagram compares the
period during which American
companies have been working with
Al (left) and the period during which
American organizations'
cybersecurity areas have been
working with AI (right).

It can be observed that, in

cybersecurity, on the one hand, there
is a higher percentage of companies
that do not want to start with the
adoption of Al compared to the 3.3%
that do not want to start with the
adoption in the rest of the areas.
However, in the categories of "we
started this year," "we have been

AI adoption by organizations

We are not using and not
planning to use in the short
term

We have plans to start next
year

We started this year

1-3 years

3-5 years
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in America
© k3%
17.5%
‘ 37.5%
‘ 9.2%

working for between one and three
years," and "more than three years
and less than five," there is a higher
percentage of companies that say
they are already working with Al in
cyber compared to organizations
that acknowledge that they are
adopting Al Is this a contradiction?

AI adoption by cybersecurity
areas in America

9.38%

25.00%

40.63%

12.50%




Two reflections emerge from these
data.

Cybersecurity tool manufacturers
have been working with Al for years
to improve defensive controls such
as DLP, firewalls, anti-spam
protection, and role assignment in
IAM, among others. Some CISOs are
very aware of the power of these
functionalities, and although they
have not developed ad-hoc Al

systems for the area, they do
acknowledge that they have been
working with Al for years.

And, since the survey of Al adoption
in American organizations was not
sent to CISOs, and it seems
cybersecurity teams have been
working with Al for longer than non-
CISOs, it is worth reflecting on how
CISOs are pitching their work within
their company. There may be a lack

of socialization of how the tools they
invest in using Al to improve the
cybersecurity of the organization.
This socialization is vital when it
comes to getting a larger budget.
Currently, cybersecurity areas
declare that they invest the following
percentage of their budget in the
adoption of AL

Annual cybersecurity budget invested in Al projects (%)

12

10

(o)}

N

N

3%-5% 6%-10%

8 I I
0 I . -

0% 1%-2%

11%-15% 15%+

We have established an AI working group. Use

€C

cases for the application of Al have been identified,

and some of these are related to information
cybersecurity.

CISO, Regional organization

© 2024 NTT DATA, Inc.



Perception of the Adoption of Al in
Cybersecurity in America

Maturity stages of companies regarding the use of Al

The following illustration details the adoption journey of companies.

1. No experience 2. Exploration

The company has started to explore
Al solutions and has some
preliminary research, but has not
yet implemented any Al solutions

in production.

No Al solution has yet been
implemented and no investment
has been made in this area.

3. Production 4. Advanced implementation

The company has already The company has implemented large-
been adopted, but has not scale Al solutions with tangible and
yet reached a significant successful outcomes from their use
scale in its use. across the organization.

5. Market leadership
The company is a market leader in the use and adoption of Al and has achieved a

significant competitive advantage in its industry through the application of Al solutions,
with capabilities to create Al-based products and services.
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While in the maturity stages, it seems of companies say they have been This raises the question of whether

that all companies have had contact working with Al for more than a year, adoption has been conscious or
with Al in cybersecurity activities, a however, these companies do not through cyber security tools

lower level of maturity can be seen in consider themselves to be market including Al and what is causing this
the Al areas compared to other areas leaders. stagnation.

of the organization. Although 53.13%

Al adoption by organizations Al adoption by cybersecurity
in America areas in America
* No experience ‘ 10% . 0%
+ Exploration ‘ 18% . 50%
* Production ‘ 30% ‘ 31%
. Advanced _ 15% 9%
implementation
+ Market leadership . 6% ‘ 0%

Al has enormous potential in information

‘ ‘ cybersecurity; however, it is important to be
conservative about the speed of adoption, which
should be gradual, starting with one-off, repetitive
activities, and then expanding its use to more
complex tasks.

CISO, Industry Company, Peru
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Maturity and expectations of Artificial
Intelligence in Cybersecurity

Al is becoming an asset in the cybersecurity of

‘ ‘ companies; however, it faces a tough challenge in
response and recovery. It is emerging through the
protection tools that are starting to be implemented.

CISO, Mining Industry, Peru

After understanding how activities Al has been applied. SOC is in Red team and identity incident
organizations are self-perceived in the area where Al has been used the management activities.
adopting Al in cybersecurity, it has most; however, no organization

been analyzed in which cybersecurity claims to have used this technology

Cybersecurity activities using Al

Threat hunting Awareness programs
16% 6%

Hacking & Secure
Development
3%

DevSecOps
3%

Governance, risk and
compliance
3%

Security Operations
Center (SOC)
44%

Cyberintelligence
19%

Security Incident
Management
6%
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Also, organizations agree that Al can The recovery phase is the most activity that is rarely performed and
support in identifying, protecting, uncertain, perhaps because it is not worth training a system to
detecting and responding domains. nowadays it is perceived as an support this phase.

NIST functions where AI can help

25
20
15
10
5
, N [] []
Indentify Protect Detect Response Recover
W Fully disagrees W Don't disagree m Neither agree nor disagree
W Agrees W Fully agree
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Benefits and barriers to implementing Artificial
Intelligence in Cybersecurity

One of the questions was related to and adoption of AL There has not several benefits seen with equal
the benefits expected from the use been a unanimous response, with importance.

Expected benefits of using Al

Increased accuracy in
decision making

Increased analysis
capacity for large
amounts of data

Increased accuracy in
vulnerability detection

Cost reduction
Repetitive task

automation

Improved risk

management
Innovation in security solutions
development
These benefits lead to other benefits. this will reduce the talent gap of tasks to perform. This is seen as a
For example, if a greater automation cyber-savvy people needed as the major barrier to the implementation
for repetitive tasks can be achieved, current ones receive higher-value of Al in cybersecurity today.

Main barriers in cybersecurity area to implement IA
Lack of support

Lack of vision and strategy
Cultural and mindset barriers
Lack of skills and talent

Lack of data to train models

Lack of technological understanding

Technology related costs

Costs and lack of understanding of Al are the following perceived barriers after the lack of talent.
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Benefits and barriers to implementing Artificial
Intelligence in Cybersecurity

A key issue in adopting Al including statement, "I have support from the statement. A positive aspect to

in cybersecurity, relates to support organization to apply Al in the highlight is that the opinion of not
from the organization. A large group cybersecurity areas." There is agreeing or somewhat disagreeing is
agrees or somewhat agrees with the another group that is neutral to that a minority.

I have support from the organization to use Al in
cybersecurity areas

Disagree
Fully agree 0%

34%

Disagree somewhat
6%

Agrees somewhat
25%

Neutral
35%

Organizations are mostly relying on hiring specialized consulting firms or building in-house capabilities to obtain the

skills and talent needed for Al-related work.

Acquiring skills and talent needed for Al-related work
By' re'crl',uiting studéhts .or recéht graduaté's. .

By hiring specialized Al companies. .
to obtain their talents and capabilities.

specializing in Al for specific projects.

By internal training programs _
to empower staff with Al skills.
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Conclusions and Challenges

In this last section of the report, we highlight the main "take-aways" from this analysis and the challenges ahead in the
coming months.

Defining AI Use Cases in Cybersecurity

More than 95% of organizations budget investment and been successfully achieved. This
believe that Al will have a medium or organizational support. This means challenge is critical for organizations
high impact on cybersecurity areas. that CISOs must materialize and that claim to have been using Al in
Al is generating high expectations in monetize the value invested in Al in cybersecurity areas for more than
cybersecurity, which translates into their area, proving that benefits have three years.

Defining AI Use Cases in Cybersecurity

The SOC is considered the area respond can greatly benefit from Al possible to define SOC use cases and
where Al is most supported, and The definition of use cases will then extend them to NIST domains
based on the NIST domains, the explain how Al is being adopted in and other domains such as

general opinion is that the domains Cybersecurity, while narrowing the governance or risk.

that identify, protect, detect, and scope to value and assess. Today, it is

There are some Al insights or applications where it will have a high impact in the short or medium term:

1. Threat and anomaly detection: Using machine learning and data analytics, Al can identify unusual
patterns or suspicious behavior on a network, which could indicate an intrusion, malware, or any other
type of cyber threat. This early and accurate detection capability is critical to preventing attacks or

limiting the potential damage.

2. Cybersecurity incident response: Once a threat is identified, having a rapid response capability is
crucial. Al can automate responses to cybersecurity incidents, such as isolating compromised systems or
patching vulnerabilities. This not only improves the speed of response but also reduces the burden on

cybersecurity teams, allowing them to focus on more complex challenges.

CISO, Banking, LATAM

Al and Cybersecurity for Talent Development

Talent - or, rather, the lack of it - is These professionals are seeking new Finding resilience in the turnover of
the main barrier to Al adoption. challenges, and if they can't find these key personnel should also be
Organizations must rethink the them in one organization, they will part of the Al adoption strategy.
career path they will give to Al and switch to another.

cybersecurity professionals.
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NTT DATA - a part of NTT Group - is a trusted global innovator of IT and business services headquartered
in Tokyo. We help clients transform through consulting, industry solutions, business process services, IT
modernization and managed services. NTT DATA enables clients, as well as society, to move confidently
into the digital future. We are committed to our clients’ long-term success and combine global reach
with local client attention to serve them in over 50 countries. Visit us at nttdata.com.
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