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Artificial Intelligence in healthcare refers to 
the application of advanced algorithms and 
computational models to analyze complex 
medical data, assist in clinical decision-
making, and enhance the overall efficiency 
of healthcare systems. The integration of AI 
technologies in healthcare has witnessed 
significant growth, driven by the increasing 
volume of healthcare data, advancements 
in machine learning, and the need for 
personalized and efficient patient care. 

01 
Introduction
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02
Definitions

AI in healthcare involves the 
application of Machine/Deep 
Learning and Natural Language 
Processing (NLP). ML enables 
systems to learn from data for 
tasks like predictive analytics, 
diagnostic imaging, and drug 
discovery. NLP focuses on 
understanding and processing 
human language in medical 
data, aiding in tasks such 
as clinical notes analysis, 
standardizing terminology, and 
patient engagement through 
chatbots and generative and 
virtual assistants. Together, 
these AI concepts improve 
diagnostic accuracy, personalize 
treatment plans, optimize 
workflows, and enhance overall 
healthcare processes.

LLM is an interdisciplinary subfield of computer science and information retrieval; is among the most advanced solutions in 
the field of NLP now, and it is a particularly relevant for healthcare virtual assistants, since they allow the creation of more 
powerful solutions and the execution of more complex tasks.

Machine Learning
In the realm of healthcare, Machine Learning (ML) signifies a revolutionary approach where computational 
algorithms and statistical models are harnessed to delve into intricate medical datasets. The essence of ML in 
healthcare lies in its capacity to empower machines to autonomously learn from extensive datasets, discern intricate 
patterns, and render predictions or decisions without the need for explicit programming instructions. The healthcare 
sector, by nature, produces an immense volume of diverse data, ranging from electronic health records and medical 
images to genomic information and detailed patient demographics. The fundamental objective of applying ML 
to healthcare is to extract valuable insights from this wealth of data. This involves a sophisticated analysis that 
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Natural Language Processing
NLP involves the utilization of computational techniques to understand, interpret, and generate human language 
within the context of medical data and information. NLP plays a pivotal role in extracting meaningful insights 
from unstructured textual data, such as clinical notes, medical literature, patient records, and research articles. 
The goal is to bridge the gap between the wealth of information present in text and the capabilities of automated 
systems, ultimately improving healthcare processes and decision-making. The main application areas of NLP in 
healthcare are: Clinical Notes Analysis, Voice Recognition, Patient Engagement, and Sentiment Analysis.

Large Language Models
Large Language Models (LLM) are artificial 
intelligence systems designed to understand 
and generate human-like text. These models are 
trained on vast amounts of textual data. From 
this data, they learn to generate human-like 
language. As stated above, these models allow 
the creation of more powerful virtual assistants. 
However, LLMs are employed not only in the 
construction of virtual assistants but also in 
many other solutions. For instance, by leveraging 
the vast amount of textual data available in 
electronic health records, medical literature, and 
online healthcare resources, LLMs can assist 
healthcare professionals in synthesizing complex 
information, aiding in diagnostic reasoning, 
and generating personalized treatment plans. 
These advancements rely on natural language 
processing (NLP) models like BERT and GPT-4, 
but patient privacy is a concern that needs to be 
addressed.

goes beyond what traditional methods can achieve. ML endeavors to enhance diagnostic accuracy by identifying 
subtle patterns in medical data that may elude human observation. Additionally, it aims to introduce a level of 
personalization in healthcare that tailors treatment plans to the specific needs of individual patients. One of the 
key advantages of ML in healthcare is its ability to optimize various processes within the healthcare ecosystem. By 
leveraging the vast datasets at its disposal, ML can streamline operations, improve resource allocation, and enhance 
overall efficiency. This optimization extends to clinical decision-making, where ML-powered systems provide valuable 
support to healthcare professionals by offering insights and recommendations based on a comprehensive analysis 
of patient data, clinical guidelines, and relevant medical literature. In essence, the marriage of Machine Learning and 
healthcare represents a paradigm shift in the industry. It not only unlocks the potential to harness the vast amount 
of data generated within healthcare systems but also offers the promise of more accurate diagnostics, personalized 
treatment plans, and a more efficient and optimized healthcare delivery process. As the field continues to evolve, the 
potential applications of ML in healthcare are expanding, ushering in a new era of data-driven, patient-centric, and 
technologically advanced medical practices.
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The role of Artificial Intelligence (AI) in 
diagnostic imaging is transformative, 
enhancing the accuracy, efficiency, and 
overall effectiveness of medical image 
analysis.

“

NTT DATA Leveraging Artificial Intelligence in Healthcare

Diagnostic imaging
AI is revolutionizing diagnostic imaging through image 
recognition and analysis. Radiology, pathology, and 
dermatology benefit from AI algorithms that aid in the 
early detection of diseases, reducing diagnostic errors 
and improving patient outcomes. The role of Artificial 
Intelligence (AI) in diagnostic imaging is transformative, 
enhancing the accuracy, efficiency, and overall effectiveness 
of medical image analysis. The incorporation of AI in 
diagnostic imaging represents a paradigm shift, optimizing 
the interpretation and utilization of medical images to 
enhance patient care. It not only augments the capabilities 
of healthcare professionals but also contributes to more 
efficient and accurate diagnostic processes. Here are key 
aspects of how AI contributes to diagnostic imaging: 

Image recognition and analysis 

Enhanced detection

AI algorithms excel in recognizing patterns and anomalies 
in medical images, aiding in the early and precise detection 
of diseases such as cancer, neurological disorders, and 
cardiovascular conditions.

Workflow optimization 

Efficient triage

AI can assist in triaging images, prioritizing urgent cases, 
and streamlining the workflow for radiologists. This helps in 
timely diagnosis and treatment planning.

03
Current trends
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Quantitative analysis

Objective measurements

AI facilitates quantitative analysis of images, providing 
precise measurements and quantifiable data. This is 
particularly valuable in assessing changes over time and 
monitoring treatment responses.

Automated report generation

Efficient reporting

AI supports radiologists by automating the generation 
of preliminary reports based on image analysis. This not 
only expedites the reporting process but also ensures 
consistency and accuracy.

3D reconstruction and visualization

Detailed imaging

3D reconstruction and visualization in healthcare refer to 
the process of creating three-dimensional representations 
of anatomical structures or medical images using advanced 
imaging techniques and artificial intelligence (AI) algorithms. 
This approach enables healthcare professionals to obtain 
detailed and comprehensive views of internal organs, 
tissues, or medical conditions, which can aid in diagnosis, 
treatment planning, and surgical interventions. The 
integration of AI in 3D reconstruction and visualization offers 
several advantages: AI algorithms can process large volumes 
of medical images quickly, enabling rapid reconstruction 

of 3D models; AI-based segmentation algorithms can 
accurately delineate anatomical structures and pathological 
features, leading to more precise 3D reconstructions; AI can 
automate repetitive tasks involved in image processing and 
reconstruction, freeing up healthcare professionals’ time for 
clinical decision-making and patient care.

Detection of subtle changes

Subtle anomaly identification

AI excels in identifying subtle changes or abnormalities in 
images that might be challenging for human eyes to discern. 
This can lead to early detection and intervention.

NTT DATA Leveraging Artificial Intelligence in Healthcare
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AI is increasingly being used to analyze patient 
data and identify patterns that can predict disease 
risk. This allows for proactive interventions 
and personalized preventive care strategies. 
AI enhances predictive analytics for disease 
prevention by leveraging advanced algorithms, 
analyzing diverse datasets, and providing 
personalized insights. 

This proactive approach enables healthcare professionals 
and individuals to take preventive actions, ultimately 
improving overall health outcomes through several key 
mechanisms: 

1.	 Data integration and analysis

AI systems can seamlessly integrate and analyze vast 
datasets, including electronic health records, genomic 
information, and lifestyle data. This comprehensive analysis 
enables the identification of patterns and correlations that 
may be indicative of disease risk.

2.	 Early detection of risk factors

By leveraging machine learning algorithms, AI can detect 
subtle patterns and risk factors that may precede the 
onset of diseases. This early detection allows for timely 
interventions and preventive measures.

3.	 Personalized risk stratification

AI technologies can assess individual patient data to provide 
personalized risk stratification. This means tailoring disease 
prevention strategies based on an individual’s unique 
characteristics, genetics, and health history.

Predictive analytics for 
disease prevention

NTT DATA Leveraging Artificial Intelligence in Healthcare

AI enhances predictive analytics for 
disease prevention by leveraging advanced 
algorithms, analyzing diverse datasets, and 
providing personalized insights.

“
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4.	  Identification of high-risk populations

Predictive analytics powered by AI can identify populations 
at a higher risk of certain diseases, allowing healthcare 
providers and public health agencies to implement targeted 
interventions and preventive measures.

5.  Continuous monitoring and feedback

AI-driven systems can enable continuous patient data 
monitoring, providing real-time feedback and alerts 
for healthcare providers and individuals. This facilitates 
proactive health management and early intervention.

6.  Integration with wearable devices

AI can integrate with wearable devices and other health-
monitoring tools, collecting real-time data on physical 
activity, vital signs, and other relevant metrics. This 
continuous stream of data enhances the accuracy of 
predictive analytics for disease prevention.

5.	  Dynamic risk assessment

AI allows for dynamic and adaptive risk assessment models. 
As new data becomes available, the predictive models can 
be updated to reflect changes in a person’s health status, 
ensuring precision in preventive strategies.

6.	  Behavioral prediction and intervention

Natural Language Processing (NLP) in AI can analyze patient 
behaviors and sentiments from sources like social media 
or health apps. This information contributes to predicting 
lifestyle-related risk factors and designing targeted 
behavioral interventions.

7.	  Optimizing preventive intervention

AI helps optimize the allocation of resources for preventive 
interventions. By identifying high-risk individuals and 
populations, healthcare resources can be directed more 
efficiently toward those who need them the most.

8.	  Population health management

AI-powered predictive analytics supports population health 
management initiatives. Healthcare providers can design 
and implement preventive programs on a broader scale, 
addressing the health needs of entire communities.
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Telemedicine and Remote Patient 
Monitoring
AI-powered telemedicine platforms and remote monitoring solutions enhance accessibility to 
healthcare services, providing timely interventions and reducing the burden on traditional healthcare 
infrastructure. AI plays a crucial role in supporting telemedicine and remote patient monitoring, offering 
innovative solutions to enhance the delivery of healthcare services beyond traditional clinical settings. 
By leveraging AI technologies, telemedicine and remote patient monitoring become more sophisticated, 
efficient, and patient-centered. These innovations not only enable access to healthcare services from 
virtually anywhere but also contribute to proactive and personalized care delivery.

 Here’s how AI contributes to these areas:

1.  Diagnostic assistance

AI systems can seamlessly integrate and analyze vast 
datasets, including electronic health records, genomic 
information, and lifestyle data. This comprehensive analysis 
enables the identification of patterns and correlations that 
may be indicative of disease risk.

2.  Real-time monitoring

AI enables continuous and real-time monitoring of patients’ 
vital signs, such as heart rate, blood pressure, and glucose 
levels. This data is transmitted to healthcare providers, 
allowing for prompt intervention in case of abnormalities.

3.  Remote consultations

AI supports virtual consultations by facilitating natural 
language processing for voice recognition and transcription 

services. This ensures accurate documentation of patient-
doctor interactions and enhances the overall telemedicine 
experience.

4.  Wearable devices integration

AI can integrate with wearable devices to analyze data 
from sensors monitoring physical activity, sleep patterns, 
and other health metrics. This continuous stream of data 
supports comprehensive remote patient monitoring.

5.  Fall detection and emergency response

AI algorithms can be employed to detect falls or abnormal 
movements through video analysis or wearable sensors. In 
case of an emergency, these systems can trigger automatic 
alerts or initiate emergency response protocols.
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The integration of AI-driven chatbots and virtual 
assistants, specifically leveraging advancements 
in generative AI and conversational research, 
facilitates patient engagement, provides health-
related information, and assists in medication 
management. 

AI-driven chatbots as virtual health assistants, informed by 
generative AI’s ability to create human-like conversations, 
can offer a wide range of services and support that enhance 
patient engagement, provide valuable health-related 
information, and assist in various aspects of healthcare 
management. The integration of chatbots as virtual health 
assistants represents a significant shift towards patient-
centered care delivery, where individuals have greater 
access to healthcare resources and support outside 
traditional clinical settings. Through seamless and intuitive 
communication interfaces, these chatbots empower patients 
to take control of their health, make informed decisions, and 
effectively manage their medical needs.

Some scenarios where chatbots serve as virtual health 
assistants: 

1.  Appointment scheduling: chatbots can assist patients 
in scheduling appointments with healthcare providers based 
on availability, specialty, and location. They can also send 
appointment reminders and help reschedule appointments 
if necessary.

2.  Symptoms assessment and triage: chatbots can 
leverage generative AI to ask patients about their symptoms 
in a natural, conversational way and provide preliminary 
assessments based on the information provided. They can 
help triage patients by suggesting appropriate levels of care, 
such as recommending urgent care for severe symptoms or 
suggesting self-care measures for mild symptoms.

3.  Medication reminders and management: chatbots can 
remind patients to take their medications at the prescribed 
times and provide information about dosage, potential side 
effects, and drug interactions. They can also help patients 

Healthcare Chatbots and 
Virtual Health Assistants
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reorder prescriptions and schedule medication refills.

4.  Health information and education: chatbots can 
leverage generative AI to provide patients with accurate 
and up-to-date information about various health conditions, 
treatments, preventive measures, and lifestyle modifications. 
By understanding a user’s individual health profile and 
conversational flow, chatbots can tailor responses and 
educational materials to be more relevant and engaging.  

5.  Follow-up care and monitoring: after medical 
procedures or consultations, chatbots can follow up with 
patients to check on their recovery progress, monitor 
symptoms, and provide guidance on post-treatment care. 
They can also escalate issues to healthcare providers if 
necessary.

By incorporating generative AI, these chatbots can have 
more natural and engaging conversations with patients, 
leading to a more positive healthcare experience. 
In recent years, numerous virtual health assistants have 
emerged as pivotal tools in healthcare delivery, showcasing 
the potential of AI-driven chatbots to revolutionize patient 
care. One notable success story is Ada, renowned for its 
comprehensive medical advice and symptom analysis 
capabilities, which empower users to gain insights into their 
health concerns swiftly and accurately. Florence, another 

standout example, not only offers medical advice but also 
facilitates seamless tracking of health metrics, fostering 
proactive health management among users. Sensely has 
made remarkable strides as a virtual nurse, leveraging 
advanced algorithms to conduct symptom analysis and 
efficiently triage patients, thereby aiding in the timely 
detection of emergencies. Similarly, Gyant’s robust 
symptom analysis and triage functionalities have earned 
it acclaim in the healthcare landscape. Moreover, Scalable 
has garnered attention for its innovative approach to 
mental health management, specializing in Cognitive 
Behavioral Therapy (CBT) to address a spectrum of 
psychological challenges. Lastly, Youper stands out for 
its dedication to mental well-being, providing users with 
tailored therapy exercises and support to navigate various 
aspects of mental health management. These success 
stories underscore the transformative potential of AI-
driven chatbots as virtual health assistants, reshaping the 
dynamics of patient engagement and healthcare delivery.

“AI-driven chatbots as virtual 
health assistants can offer a 
wide range of services and 
support that enhance patient 
engagement, provide valuable 
health-related information, 
and assist in various aspects 
of healthcare management.
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NM represents a paradigm shift in healthcare, aiming to 
enhance its effectiveness by providing tools that facilitate 
communication, monitor patient progress, and personalize 
treatment. However, the impact of NM extends beyond 
mere personalization. It touches upon various critical 
aspects of healthcare, including empathy and trust, patients’ 
communication, and the care and recognition of patient 
emotions and experiences. It also plays a pivotal role in 
treatment monitoring and health promotion. A study 
examining 55 NM programs (Remein et al., 2019) concluded 
that NM has positive outcomes on patients’ well-being. 
An average of 88.3% of the patients participating in these 
programs were satisfied with their outcomes. Particularly 
relevant are the benefits of these programs on mental 
health: participation in NM programs improves the ability to 
self-reflect and connect with others, improves resilience, and 
mitigates burnout. 

NM can be integrated into technological solutions, such as 
chatbots, through which patients can converse and share 
their symptoms, experiences, as well as their emotions. An 
interesting example of NM applied to the psychological field 

Narrative medicine

is EREN, a chatbot designed to help children recognize and 
express their emotions. Moreover, discussing emotions and 
challenging events with a chatbot can create a space where 
one feels even more liberated, as there is no judgment from 
other people. The idea behind this study is that storytelling 
is a fundamental tool for people to connect with their 
feelings. EREN is both made to listen and empathize with 
children’s stories (it elicits children’s stories through active 
listening: it listens without judgment and gives feedback, 
in order to encourage the speaker to keep going in their 
story), but it also has functionalities designed to label and 
help children recognize their own emotions (an Emotion 
Recognition task is performed on what users write). 

A recent trend in NM is its application in addressing 
pathologies predominantly affecting women, such as 
breast cancer or endometriosis. In this field, NLP tools can 
represent a new means both to allow people to express 
themselves and elaborate on their experience with illness 
(for instance through generative chatbots), and to analyze 
texts written by women on this subject and to find common 
denominators in their experience. 

Narrative medicine (henceforth NM) is an interdisciplinary field that combines medicine with literature 
and storytelling. 
It emphasizes the importance of understanding patients’ personal stories and experiences alongside 
their medical history and symptoms. Contemporary medicine often fails to adopt a holistic and 
empathetic approach to patients’ treatment. NM aims to shift the focus onto the human side of the 
patient, not just the clinical one. This purpose is pursued through the help of human sciences: typical 
NM practices consist of activities such as reflective writing, group storytelling workshops, and patient 
interviews. 
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How NTT DATA leverages 
AI for the healthcare 
sector 
Diagnosing medical images requires the assessment of a wide 
array of diseases, which necessitates that physicians not only 
possess a broad scope of knowledge but also have many years of 
experience. Radiologists, who primarily conduct these diagnoses, 
need considerable time to acquire the necessary expertise. As 
medical imaging technologies continue to advance and the 
volume of images requiring diagnosis grows, the global shortage 
of medical specialists becomes increasingly problematic. 
Consequently, AI technology is being viewed as an essential tool 
to support clinical decision-making in hospital settings.
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NTT DATA has developed MaestroAI, a deep learning-based 
algorithm, to assist in medical image diagnosis by detecting 
abnormalities across various organs. Most AI diagnostic 
products focus on preventing the oversight of serious 
diseases and are typically designed to diagnose a single 
type of disorder. In contrast, MaestroAI has the capability to 
comprehensively detect all abnormal areas within a target 
organ. This broad diagnostic capability supports a wider 
range of medical diagnostics and addresses the shortage 
of doctors by ensuring greater efficiency and accuracy in 
diagnosis. 
The implementation of AI in the medical field often raises 
ethical concerns. AI results are generally perceived as 
objective and fair, yet biases in training data can influence 
the outcomes. It is crucial to be aware of this possibility 
and to conduct thorough design, development, and testing 
to prevent such biases. NTT DATA, in developing global 
solutions, emphasizes the importance of adjusting AI to 
each country’s specific data to ensure consistent accuracy 
in anomaly detection across different regions. For example, 
MaestroAI, which was initially developed and validated 

with a U.S. patient dataset, was fine-tuned with a Spanish 
patient dataset to verify its performance in detecting kidney 
abnormalities. This test, conducted in collaboration with NTT 
DATA Spain and Fundació Puigvert, a local hospital, aimed 
to ensure that the AI’s diagnostic accuracy would not vary 
drastically depending on the country.
The project has already garnered global attention. It was 
notably cited at an event hosted by Spain’s Centre of 
Innovation for Data Tech and Artificial Intelligence (CIDAI) 
in July 2022. This recognition underscores the potential of 
MaestroAI as a significant advancement in medical imaging 
diagnostics.
NTT DATA’s vision extends beyond this initial success. With 
the goal of proactively offering the MaestroAI solution 
both domestically and internationally, the company plans 
to expand its global application. This expansion will focus 
on countries where NTT DATA has a business presence, 
including regions in Europe and the Asia-Pacific (APAC) area. 
By doing so, NTT DATA aims to address the global shortage 
of medical specialists and enhance the efficiency and 
accuracy of medical diagnoses worldwide.

15 | © Copyright NTT DATA, Inc.



Between 1% and 2% of the population suffers from bipolar 
disorder, which usually begins between the ages of 15 and 
25 and reduces life expectancy by an average of 9.2 years. 
Based on this data, the Smart Remote Treatment (STR) 
solution has been developed, a medical project based on a 
set of Artificial Intelligence algorithms that determine the 
ideal dose of Lithium to prescribe from a predictive model 
that calculates and avoids variations in litemia, the reference 
value in Lithium treatments that measures the concentration 
in blood 12 hours after ingestion. 
All of this is assessed based on multiple clinical incidence 
parameters, including real-time data on patients’ lifestyle, 
diet and sleep quality. These models have been tested and 
trained for a year for their refinement and validation, which 
has allowed us to identify the main influencing variables 
within all the information collected on each patient. For 
real-time data collection and communication with patients, 
the solution is completed with a mobile application, a patch 
that monitors the concentration of lithium in the blood and 
an activity bracelet, which provides all the results to the 
clinician. Specifically, the first phase of the STR was tested in 
2018 at the Araba University Hospital and a second phase 
was carried out in 2019, which allow the algorithms to be 
validated on a large scale and include the participation of 
reference hospitals such as Bellvitge in Barcelona, La Fe in 
Valencia, La Paz in Madrid and Virgen del Rocío in Seville.

Healthcare Chatbots and 
Virtual Health Assistants
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Patients can write pages and pages of diary, giving them 
also a title, and consult each diary page written in the 
past, displaying them in chronological order, associated 
with different dates. In addition, the platform offers the 
possibility to fill in specific questionnaires, both free and 
multiple-choice, that can be customized by doctors for each 
patient. These questionnaires can include questions such as 
“describe your pain”, an open-ended question, or “how much 
does your head hurt?”, selecting a range from 1 to 10 on a 
bar, or “in which areas do you feel pain?”, selecting from the 
proposed options.
Between 1% and 2% of the population suffers from bipolar 
disorder, which usually begins between the ages of 15 and 
25 and reduces life expectancy by an average of 9.2 years. 
Based on this data, the Smart Remote Treatment (STR) 
solution has been developed, a medical project based on a 
set of Artificial Intelligence algorithms that determine the 
ideal dose of Lithium to prescribe from a predictive model 
that calculates and avoids variations in litemia, the reference 
value in Lithium treatments that measures the concentration 
in blood 12 hours after ingestion. 
All of this is assessed based on multiple clinical incidence 
parameters, including real-time data on patients’ lifestyle, 
diet and sleep quality. These models have been tested and 
trained for a year for their refinement and validation, which 

has allowed us to identify the main influencing variables 
within all the information collected on each patient. For 
real-time data collection and communication with patients, 
the solution is completed with a mobile application, a patch 
that monitors the concentration of lithium in the blood and 
an activity bracelet, which provides all the results to the 
clinician. Specifically, the first phase of the STR was tested in 
2018 at the Araba University Hospital and a second phase 
was carried out in 2019, which allow the algorithms to be 
validated on a large scale and include the participation of 
reference hospitals such as Bellvitge in Barcelona, La Fe in 
Valencia, La Paz in Madrid and Virgen del Rocío in Seville.
On the other side, doctors, through different access to 
the same platform, can choose what to display within 
the diary of each patient. By performing a named entity 
recognition on aspects such as “symptoms”, “emotions”, 
“medicines”, “pains” and others, doctors have an immediate 
and comprehensive view of the effects of the treatment. In 
addition, the platform provides all the possible statistics, 
useful for doctors. 
By placing the patient’s personal story at the heart of 
the process, this platform offers a novel approach to 
understanding and treating medical conditions. It equips 
doctors with potent tools to track treatment progress and 
tailor the future of medicine. 

NTT DATA’s platform creates an online environment where both patients and doctors can interact 
meaningfully, and where the personal story of the patient is at the center. The platform allows patients 
to tell their own story of care, their emotions, symptoms, and medicines they take, through a detailed 
diary written in natural language.

Narrative medicine 

NTT DATA Leveraging Artificial Intelligence in Healthcare
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05
Ethical issues

Data privacy and security
The use of sensitive health data raises concerns about 
privacy and security. Striking a balance between data 
accessibility for AI applications and protecting patient 
confidentiality is crucial. The rise of AI in healthcare, 
exemplified by the COVID-19 pandemic, poses risks to data 
privacy and patient protection. Issues include opaque AI 
algorithms limiting patient autonomy, complex informed 
consent forms, and challenges in understanding data-
sharing processes. Examples like the unauthorized transfer 
of patient records to DeepMind highlight breaches of 
informed consent. Data security breaches, like Cense AI’s 
exposure of 2.5 million patients’ data, threaten privacy 
and invite identity theft. Data repurposing concerns 
arise, with instances of health-related data being used 
for non-healthcare purposes. Cyberattacks on healthcare 
systems, such as the Düsseldorf University Hospital 
incident, underscore the potential for fatal consequences. 
AI-controlled medical devices, like insulin pumps, are 
vulnerable to hacking, exposing serious risks. To address 
these challenges, awareness, literacy, and regulations 
on privacy, accountability, and cybersecurity are crucial. 
Decentralized AI approaches, promoting big data use 
without compromising safety, and ongoing research for 
enhanced security in cloud-based systems are essential 
components of a comprehensive solution. One of these 
approaches is Federated Machine Learning.

Striking a balance between data accessibility 
for AI applications and protecting patient 
confidentiality is crucial. 

“
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Federated Machine Learning
Federated Learning (henceforth FL) is a machine learning approach where instead of training models on a centralized server 
with data stored in one location, the training process is distributed across multiple servers that hold local data. The local 
data are not exchanged or transferred; just model updates (models’ parameters) are transferred. 
There are different possible workflows for FL: as it is possible to see in the image below, the exchange of models’ 
information can be directed both to a central model (Aggregation Server) or to the other local models (peer-to-peer):

FL was introduced in 2016 in the field of mobile and edge 
device applications. Later, it was applied to the medical 
field, to which it can offer enormous advantages from 
the point of view of data and privacy issues. Indeed, big 
datasets containing patient information are necessary 
to train successful machine learning models for medical 
purposes. However, it is not easy to create and maintain 
such datasets and it implies considerable effort (in terms 
of time and monetary costs). Furthermore, patient data are 
difficult to obtain since they represent sensitive information, 
strictly regulated. Data anonymization often is not sufficient 
to prevent the reidentification of a piece of data to the 
person it belongs to (many kinds of medical data are unique 
and thus they constitute a direct link to the patients. The 
anonymization process cannot change the nature of the 
data itself because this would make the data useless). 
FL offers a brilliant solution to these issues because it allows 
to training of a model on patient data without the necessity 
of moving these data from their institutions to other 
institutions. In this framework, each institution can define 
its own data policies and can eventually decide whether to 

withdraw access to its data. Moreover, this decentralized 
approach even allows not to reveal to the various institutions 
which are the other participating institutions.
Other advantages of FL are that the use of bigger datasets 
will lead to models that perform better and that are less 
biased, since the data will better represent the population 
distributions in terms of various demographic attributes. 
Furthermore, aggregating data is fundamental to studying 
rare diseases from a computational perspective. For these 
kinds of diseases, local data would never be enough to 
create machine learning algorithms.
FL has already been applied to many different medical 
issues, such as mammogram assessment, predicting 
hospitalization based on a patient’s cardiac situations and 
events, medical imaging, predicting patients’ response to 
cancer treatments, and so on.
This method does not solve completely privacy issues since 
models can memorize some of the information present 
in the training datasets. Thus, extra measures should be 
adopted to mitigate this risk.
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Bias and hallucinations  
in AI algorithms 

AI models may reflect biases from training data, potentially 
affecting healthcare equity. Efforts focus on identifying 
and addressing biases in AI systems ethically. Despite 
medical progress, global healthcare inequalities persist 
due to various factors. Biases, including racial and gender 
disparities, contribute to these inequities, raising concerns 
about AI amplifying such biases. Examples include 
discrimination against Black patients and underdiagnosis 
biases in certain groups. Biased training data, such as 
limited representation or skewed datasets, exacerbates 
the issue. Efforts to mitigate bias involve diverse teams, 
careful data selection, and community-based research 
for fair AI representation in healthcare. Another problem 
related to AI is hallucinations: they occur when an AI model 
produces unreliable or erroneous results, often due to 
insufficient or inadequate training data. These results can 
be entirely unreliable and not reflect reality, or they may 
reflect distorted interpretations of the data provided to the 
model. Essentially, AI “sees” or “believes” it detects patterns 
that do not actually exist in the data, generating incorrect or 
inconsistent outputs. While hallucinations in AI occur when 
the model produces completely erroneous or inconsistent 
results due to distorted interpretations of the data, biases 
refer to the presence of distortions in the training data 
that influence the results produced by the AI in non-
representative or unfair ways.

Another problem related to AI is 
hallucinations: they occur when an AI model 
produces unreliable or erroneous results, 
often due to insufficient or inadequate 
training data.

“
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Patient consent and lack of transparency 
Transparent communication and obtaining informed consent from patients regarding 
AI interventions are essential to uphold the principles of patient autonomy and shared 
decision-making. Despite advancements in medical AI, the lack of transparency in 
existing algorithms poses a significant challenge, hindering comprehension, trust, and 
widespread adoption. 

An illustrative example is Google-developed breast cancer screening AI which demonstrated impressive performance but 
faced criticism for inadequate details on its construction, prompting calls for transparency in medical AI. Transparency 
concerns AI development and use, crucial in sensitive domains like healthcare, and directly impacts trust and adoption. 
Transparency encompasses traceability and explainability: traceability involves documenting the AI’s development, data, 
and monitoring, yet many healthcare AI tools lack full traceability, contributing to opacity. Explainability is critical for each AI 
decision, yet deep neural networks often function as ‘black box AI,’ making their decision-making processes challenging to 
comprehend. This opacity hampers integration into clinical practice and complicates error identification and accountability. 
To enhance transparency, an ‘AI passport’ documenting key model information is proposed, alongside traceability tools for 
ongoing monitoring and periodic audits post-deployment. Involving clinical end-users early in AI development is crucial to 
selecting effective explainability approaches. Regulatory bodies can contribute by considering traceability and explainability 
as prerequisites for AI tool certification. These measures aim to address the trust deficit and encourage the adoption of AI 
technologies in healthcare.
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The integration of AI in healthcare holds 
immense potential for improving patient 
outcomes, increasing efficiency, and 
advancing medical research. However, ethical 
considerations must guide the development 
and implementation of these technologies 
to ensure that AI in healthcare aligns 
with principles of fairness, transparency, 
and patient-centered care. As technology 
continues to evolve, ongoing collaboration 
between healthcare professionals, 
technologists, policymakers, and ethicists 
is imperative to harness AI’s benefits while 
responsibly addressing potential challenges.

05 
Conclusion
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